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Cybersecurity in loT

Scope

Current critical and complex ICT ecosystems address multidimensional and heterogeneous components and
systems, including multi-actors and different technologies, communicating and generating an exchange of data.
This emerging complexity, which includes loT environments, has been evolving fast, empowering the emergence
of system vulnerability to malicious attacks. In the new landscape of fast deployment of new technologies,
cybersecurity has become a major concern requiring continuous monitoring, testing, assessment, and
improvement of digital ecosystems to assure their integrity, security and privacy. Current research is focusing on
the development of measures for improving resilience, trust, and security and privacy within ICT supply chains,
including loT security and privacy standards and certification as one of the major challenges. In this regard, this
special session aims addressing the current research in cybersecurity in 10T, enabling the discussion and
knowledge generation fostering security and trust within ICT ecosystems across their entire lifecycle. For such, a
set of topics for this special session can be found below, but not limited to such list.
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Topics/ Keywords

- Trustin ICT supply chains

- Vulnerability assessment and testing

- Achieving resilience (in ecosystems formed by unreliable components)
- Extending auditing (evaluation of interconnected ICT systems)
- Advanced risk analysis

- Security, safety, and privacy assurance

- Safety and security Co-engineering

- Industrial validation

- Ontologies for cybersecurity

- Cybersecurity prediction and maintenance

- Security-by-design

- loT Security standards and certification

- Internet of Behaviour (IoB)

- Functional and non-functional monitoring

Submission procedure
Special sessions are included in the main Conference and follow the same reviewing process.
Short abstracts submission (100-150 words): NOW
Full papers submission: May 6™, 2022
Acceptance Notice: Jun 17™, 2022
Final version Submission: Jul 1%, 2022
Acceptance of papers is based on the full paper (up to 18 pages). Each paper will be evaluated by three members of the
International Program Committee.

When submitting on the web site, you have to indicate the name of the special session.
Submission procedure via Easychair available on: http://ifip-iotconference.org, with copy by email to the chairs of the special
session.
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